





































































































































































































































































































2. Changes (degradation or restoration) 1o your Component’s ability to execuie or sustain its
hometand-securily mission; perform a mission essential function(s}; or support state, local, tribal,
ferritorial, private-sector or international partners;

a. Currently, there have been no impacts in OF(O’s ability fo execute or sustain its Mission.

b. There have been no requests 1o support our Law Enforcement Partners at this time, although
OF O stands ready to assist if reguested.

. Federal Protective Service has been engaged and is prepared to assist in the avent of a threat to
Federal Inspection Stations.

3. Changes to your Component’s operaling status, including the loss or restoration of Departiment
mission-critical capabiliies or the activation or deactivation of a Component-level Continuity of
Operations plam;

a. Poris of Entry and Operations Center have been placed in a heightened security posture and
continues to monitor the situation.

b. OF O Continuity of Operation Plans (COOP) are in place; however, there has been no
requirement to activate owr COOPs.

4, Accountability of personnel affected by any incident or event related to a civil disturbance,
including reporis of injured, deceased, or displaced Department employess and contract support
personnel;

a. There have been no reporis of injured, deceased or displayed OF0 eamployees.

5. Any amplifying information you believe would increase the Secretary’s or Deputy Secretary’s
situational awareness or understanding of the situation,

a. There is no specific intelligence at this time indicating any threats fo OF O or its employees.

National Capital Region { Update as of 0600 hours):

FREEEEEESE The Natlonal Guard in Washington, D.C., is assisting U.S. Park Police as people continue {o
gather across the District Saturday evening

weeseesss CBP Employee Accountability confirmed and status is safe

rrmmmEE Employees were notified 1o be vigilant coming and exiting CBP HQ DC building
o No apparent report of violence receaived as of this situational awareness.

¢ Damage, vandalism and fires were reported at H Street and NW 16th Street.

o Five DO National Guardsman were injured during the civil disturbancs.

o The CVS on 13th Strest NW and Pennsylvania Avenue sustained damage and vandalism.
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There is currently no civil unrest, gatherings are being monitored.

Close Out; Stand-by

CBP Facility Impacts:
Facility: N/A

Address: N/A

Disruption 1o Operations: N/A

Damage: N/A

usepP
Agents at the Buffalo Sector reported an agent sustained minor injuries from a rock thrown by a

demonstrator. The agent was conducting perimetar security at the Federal Courthouse located in
Buffalo, NY. There were no arresis made.

National Capital Region ( Update as of 0600 hrs:

1. The National Guard in Washington, D.C., is assisting U.S. Park Police as people continue to
gather across the District Saturday evening

2. CBP Employee Accountability confirmed and status is safe

3. Employess were notified o be vigilant coming and exiting CBP HGQ DC building

4.  Protestors around NCR

1. No apparent report of vicience received as of this situational awareness.

2. Damage, vandalism and fires were reporied at H Street and NW 16th Street,

3. Five DC National Guardsman were injured during the civil disturbance.

4. The CVS on 13th Strest NW and Pennsylvania Avenue sustained damage and vandalism.

5.  Federal Protective Service reports damage to DOJ, EPA, White House Visitor Center but not to
CBP facilities.
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Close Qut: Supported

Date of request; 05/30/2020

Time Frame: Stand-by over weeakend

Status: Stand-by

Component: Air and Marine Operations, Yuma Air Branch
Request From: Yuma, PD

Request Detalls: Tuscon and San Diego Alr Branches on stand by for pre-coordination if required.
There is currently no civil unrest, gatherings are being monitored.

Close Qut: Stand-by

CBP Facility Impacts:
Facility: N/A

Address: N/A

Disruption 1o Operations: N/A

Damage: NfFA

UsBpP
Agents at the Buffalo Sector reported an agent sustained minor injuries from a rock thrown by a

demonstrator. The agent was conducting perimeter security at the Federal Courthouse located in
Buffalo, NY. There were no arrests made,

National Capital Region { Update as of 0800 hrs:

1. The National Guard in Washington, D.C., is assisting U.S. Park Police as people continue {o
gather across the District Saturday evening

2. CBP Employee Accountability confirmed and status is safe
3. Employees were notified to be vigilant coming and exiting CBP HQ DC building

4, Protestors around NCR
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a. Currently, there have been no impacts in OFO’s ability {o execute or sustain its Mission.

b. There have been no requests 1o support our Law Enforcement Pariners at this tims, although
OFO stands ready to assist if reguested.

. Federal Protective Service has been engaged and is prepared to assist in the event of a threat o
Federal inspection Stations.

3. Changes to your Component’s operating status, including the loss or restoration of Department
mission-crifical capabilities or the activation or deactivation of a Component-level Continuity of
Operations plam;

a. Ports of Entry and Operations Center have been placed in a heightened security posture and
continues to monitor the situation.

b. OF O Continuity of Operation Plans (COOP} are in place; however, there has been no
requirement o activate our COOPs.

4, Accountability of personnel affected by any incident or event related o a civil disturbancs,
including reports of injured, deceased, or displaced Department employees and contract support
personnel;

a. There have been no reports of injured, deceased or displayed OF0 amployses.

5. Any amplifying information you believe would increase the Secretary’s or Deputy Secretary’s
situational awareness or understanding of the situation.

a. There is no specific intelligence at this time indicating any threats to OFC or its employees.

National Capital Region { Update as of 0600 hours):

The National Guard in Washington, D.C., is assisting U.S. Park Police as people continue o
gather across the District Saturday evening

CBP Employes Accountability confirmed and status is safe
Employees were nofified to be vigilant coming and exiting CBP HG DC building

Protestors around NCR

=]

No apparent report of violence received as of this situational awareneass.

]

Damage, vandalism and fires were reported at H Street and NW 16th Street.
o Five DC National Guardsman were injured during the civil disturbance,

o The CVS on 13th Street NW and Pennsylvania Avenue sustained damage and vandalism.

Respectiully,
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Date of request: 05/30/2020

Time Frame: Stand-by over weskend

Status: Stand-by

Component: Alr and Marine Operations, Yuma Air Branch
Request From: Yuma, PD

Request Details: Tuscon and 8an Diego Alr Branches on stand by for pre-coordination if reguired.
There is currently no civil unrest, gatherings are being monitored.

Close Qut: Stand-by

CBP Fadility Impacts:
Facility: N/A

Address: N/A

Disruption 1o Operations: N/A

Damage: N/A

usBp
Agents at the Buffalo Seclor reported an agent sustained minor injuries from a rock thrown by a

demonstrator. The agent was conducting perimeter security at the Federal Courthouse located in
Buffalo, NY. There were no arrests made.

National Capital Region ( Update as of 0600 hrs:

* The National Guard in Washington, D.C., is assisting U.5. Park Police as people continue {o
gather across the District Saturday evening

* CBP Employee Accountability confirmed and status is safe
* Employees were notified to be vigilant coming and exiting CBP HG DC building
* Protestors around NCR

o No apparent report of viclence received as of this situational awareness.
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= Loginas Guest with the fullowing formet LAST NANE, FIRST NAME, MI, AGENCY ABBREVIAITON This
format including the commas is mandatory for fracking purposes and MUST BE ADHEARED TO or vou will
not be let info the room.

bust jog in 10 minutes prior o slart, Once the course s started no new aivals will be letindo the room.
Ensure a good uninfernupted infernet connection iz avalable. Short drop offs {less than 2 min} are loleraled
fonger drops will be removed from the successful completion list and will need to coms to 2 different session
fo reneive the designation.
e Multinle attendess may attend via ons login but the login person will be responsible for the digital
attendance at the end of the cless and venfication that the person is physically present for the entire class.
»  There will be a C/4 period with lega! representatives after the video presentation.

¥ you have naver aflended an Adobe Connest mesting before:

Test your connsction; tasthim

Get & quick overview: bitodhww sdobe comigoiconneche ovenview

Adobe, the Adobe logo, Acrobal and Adobe Connect are sither registered trademarks or frademarks of Adobe
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Christopher J. Tomney
Director, DHS Office of Operations Coordination

DHS Continuity Coordinator
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Umted States Senate

IWASHIRGTON, DO 20810

June 10, 2020

The Honorable William Barr The Honorable Chad Wolf
Attorney General Acting Secretary

Department of Justice Department of Homeland Security
950 Pennsylvania Avenue, NW 245 Murray Lane, SW
Washington, DC 20530 Washington, DC 20528

Dear Attorney General Barr and Acting Secretary Wolf:

On May 25, the world witnessed the killing of George Floyd by the Minneapolis Police
Department. Since then, Americans in more than 350 cities across the nation have taken to the
streets to protest this grave injustice.! But George Floyd’s death is just the most recent
provocation that the country has endured.

We must acknowledge the long history of injustices that have contributed to the demonstrations
in the streets today. We must remember Trayvon Martin, Eric Garner, Michael Brown, Tamir
Rice, Walter Scott, Philando Castile, Breona Taylor, and all the victims of lethal police force.?
We must recognize the 400 years of inequality that Black and minority communities have
suffered in this country.

Advances in facial recognition technologies should not be weaponized to victimize Americans
across the nation who are standing up for change. It is no secret that Clearview Al’s
controversial facial recognition tool® is used by law enforcement throughout your departments*
despite the numerous legal challenges it faces.’ However, scientific studies have repeatedly
shown that facial recognition algorithms are significantly less accurate for people with non-white
skin tones.®

The federal government’s use of technology to identify each individual at a demonstration en
masse has a chilling effect on all of our protected First Amendment activities. Identifying
Americans who are peacefully demonstrating using existing facial recognition technology is
particularly dangerous because this information would be of dubious accuracy and could be
stolen or otherwise leaked. The Black Lives Matter movement was unjustly surveilled by law

saviines.cony 202001/ 8echnslonv/elearview-privacy-facialrecoonition bimd
cvow buzefeednews comyarticlervanmas/slearvisw-ai-thi-ice-clobal-law-cnforcemen
ow theverae comy 2020/8/7/2 125 1 38 Tislearview-al-low -eaforcement-nolice-facial-recogniticn-ilinois-
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enforcement in 20147 and additional actions against those protesting systemic racism would
infringe on their First Amendment rights and further divide the country.

We are disturbed by numerous reports that the Department of Justice and Department of
Homeland Security agencies are participating in the technological surveillance of protests across
the country, well beyond the scope of their authorities. The Drug Enforcement Administration
has been explicitly instructed to “conduct covert surveillance” that is unrelated to its mission of
enforcing controlled substance laws.® A U.S. Customs and Border Protection predator drone was
flown over the Minneapolis protests to “provide live video” for local law enforcement,’
potentially infringing on the rights of the same Americans it is supposed to protect. !
Therefore, we ask that you respond to the following questions by June 19, 2020.

1. Have any agencies in your department collected personally identifiable information of
Americans who have gathered in response to George Floyd’s death? If so, for each
instance please specify the agency and—

a. Cite the authority under which you have gathered this information; and
b. Detail the policies and processes that apply to the access and retention of this
data.

2. Have any agencies in your department utilized facial recognition technology during the
daily, nationwide demonstrations that began May 25, 2020? If so, for each instance
please specify the agency and—

a. The date(s) and location(s) of activities where facial recognition technology was
deployed;

b. Which facial recognition systems were utilized;

c. Whether your facial recognition technology is combined with cameras of any kind
to produce real-time or near real-time feedback;

d. If any of your facial recognition tools have been independently tested for accuracy
or discriminatory bias, who conducted said tests, the testing process and the
results;

e. The oversight processes in place to prevent infringement on First Amendment
freedoms; and

f. The processes to ensure compliance with applicable privacy laws.

3. Have any agencies in your department accumulated photo or video footage of the daily,
nationwide demonstrations that began May 25, 2020? If so, for each instance please
specify the agency and—

a. The sources from which the photos and videos were obtained;

Vi onn cony 201901 Susiyvpd-black-Bves-maticr ;uix»iiimw fades bl

chuzzicednews comfarticlo/asonleonold/soorre-fln brogality-protosis-poversment
wy sovicch comdsconnty/Predator Dronc-over-Minneapoha-Stokes-Surveidtlanoo - Foars bt

10 Eﬁ‘é‘mx Sww chn, sov/about
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b. The days and locations of demonstrations covered by the photos or videos; and
c. Which agency policies and processes apply to the curation and retention of the
photos and videos?

Thank you for your prompt attention to this matter.

Sincerely,

United States Senator United States Senator United States Senator
Sherrod Brown Ron Wyden Cory A. Booker

CC:  Timothy Shea, Acting Administrator, Drug Enforcement Administration;
Mark A. Morgan, Acting Commissioner, Customs and Border Protection;
Matthew Albence, Acting Director, Immigration and Customs Enforcement
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Data Call for Civil Unrest Information
Department of Homeland Security
Office of Operations Coordination

Background: On June 10™, Senators Brown (D-OH), Wyden (D-OR), and Booker (D-NJ) sent a letter to
Acting Secretary Wolf and Attorney General Barr expressing concern on the use of facial recognition
technology to surveil the recent protests across the country. For example, the Senators expressed
concerns regarding the Drug Enforcement Administration’s use of covert surveillance, and CBP’s use of
predator drones over Minneapolis. The Office of Operations Coordination (OPS) has been directed to
collect inputs and draft a response on behalf of the Department. You will be able to review the
response letter before it is sent back to the Senators.

Required Responses: MGMT, OGC, PLCY, CBP, ICE, USSS, I&A, TSA, FPS, and CRCL
Optional Responses: CISA, FEMA, USCG, CWMD, and PRIV

Request: To fulfill this request, OPS requests information on the following items:

1. Have you collected personally identifiable information of Americans who have gathered in
response to George Floyd’'s death? CBP Air and Marine Operations (AMO) does not possess or
utilize facial recognition technology on any of its aircraft. AMO does not own or have access to
any facial recognition algorithms or software. Additionally, on-board cameras cannot provide
enough resolution or detail to identify a person (that is to discern physical characteristics such
as height, weight, eye color, hairstyle, or a facial image), or to discern a vehicle license plate
number. If so, please specify:

i. The authority under which you gathered this information; and
ii. Detail the policies and processes that apply to the access and retention of this
data. Attach copies of relevant policies and procedures

2. Have you utilized facial recognition technology during the daily, nationwide demonstrations
from 25 May 2020 — 12 June 2020? CBP AMO does not possess or utilize facial recognition
technology on any of its aircraft. AMO does not own or have access to any facial recognition
algorithms or software. Additionally, on-board cameras cannot provide enough resolution or
detail to identify a person {that is to discern physical characteristics such as height, weight, eye
color, hairstyle, or a facial image), or to discern a vehicle license plate number. If so, please
specify:

a. The dates and locations of activities where facial recognition technology was utilized;
b. Which facial recognition systems were utilized,
c. Whether your facial recognition technology is combined with cameras of any kind to
produce real-time or near real-time feedback;
d. If any of your facial recognition tools have been independently tests for accuracy or
discriminatory bias;
i. Who conducted these tests, and information on the testing process and results
e. The oversight processes in place to prevent infringement on First Amendment
freedoms; and
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Data Call for Civil Unrest Information
Department of Homeland Security
Office of Operations Coordination

Background: On June 10™, Senators Brown (D-OH), Wyden (D-OR), and Booker (D-NJ) sent a letter to
Acting Secretary Wolf and Attorney General Barr expressing concern on the use of facial recognition
technology to surveil the recent protests across the country. For example, the Senators expressed
concerns regarding the Drug Enforcement Administration’s use of covert surveillance, and CBP’s use of
predator drones over Minneapolis. The Office of Operations Coordination (OPS) has been directed to
collect inputs and draft a response on behalf of the Department. You will be able to review the
response letter before it is sent back to the Senators.

Required Responses: MGMT, OGC, PLCY, CBP, ICE, USSS, I&A, TSA, FPS, and CRCL
Optional Responses: CISA, FEMA, USCG, CWMD, and PRIV

Request: To fulfill this request, OPS requests information on the following items:

1.

Have you collected personally identifiable information of Americans who have gathered in
response to George Floyd’s death? If so, please specify:
i. The authority under which you gathered this information; and
ii. Detail the policies and processes that apply to the access and retention of this
data. Attach copies of relevant policies and procedures
RESPONSE: CBP did not collect Pl related to persons gathered in response to George Floyd's
death,
Have you utilized facial recognition technology during the daily, nationwide demonstrations
from 25 May 2020 — 12 June 20207 If so, please specify:
a. The dates and locations of activities where facial recognition technology was utilized;
b. Which facial recognition systems were utilized;
Whether your facial recognition technology is combined with cameras of any kind to
produce real-time or near real-time feedback;
d. If any of your facial recognition tools have been independently tests for accuracy or
discriminatory bias;
i. Who conducted these tests, and information on the testing process and results
e. The oversight processes in place to prevent infringement on First Amendment
freedoms; and
f.  The processes to ensure compliance with applicable privacy laws.
RESPONSE: No facial recognition technology was used by CBP in response to the nationwide
demaonstrations that occurred from 25 May 2020 - 12 June 2020,
Have you accumulated photo or video footage of the daily, nationwide demonstrations from 25
May 2020 — 12 June 20207 If so, please specify:
a. The sources from which the photos and videos were obtained (e.g. Facebook)
b. The Dates and locations of demonstrations covered by the photos or videos; and
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Law enforcement agencies that requested assistance include: Aurora Police Department,
Chicago Police Department, Val Verde Co, Detroit Police Department, Philadelphia Police
Department, Uvalde Police Department, Homeland Security Investigations, United States
Secret Service, Department of Justice, and Metro Police Department.

3) Statement on CBP data collection and use from events.

U.S. Customs and Border Protection (CBP), Air and Marine Operations (AMO), aircraft are
equipped with cameras, radar, and/or other technologies to support CBP components in
patrolling the border, conducting surveillance as part of a law enforcement investigation or
tactical operation, and gathering footage that may assist in disaster relief or responses to
other emergencies. AMO does not possess facial recognition technology and the imaging
systems aboard these aircraft alone cannot be used to identify a person or collect any
personally identitiable information.

Some AMO aircraft can provide real-time video feeds to ground-based law enforcement
officials, increasing their situational awareness for public safety, and facilitating a rapid
response to volatile situations that may quickly become violent, minimizing the overall threat
to persons and property.

Any captured footage from an AMO aircraft cannot typically be shared with other law
enforcement agencies, unless needed for an investigation or in connection with a law
enforcement activity. Even then, requests for footage must be processed and reviewed before
dissemination by the U.S. Customs and Border Protection Office of Intelligence.
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Law enforcement agencies that requested assistance include: Aurora Police Department,
Chicago Police Department, Val Verde Co, Detroit Police Department, Philadelphia Police
Department, Uvalde Police Department, Homeland Security Investigations, United States
Secret Service, Department of Justice, and Metro Police Department.

3) Statement on CBP data collection and use from events.

U.S. Customs and Border Protection (CBP), Air and Marine Operations (AMO), aircraft are
equipped with cameras, radar, and/or other technologies to support CBP components in
patrolling the border, conducting surveillance as part of a law enforcement investigation or
tactical operation, and gathering footage that may assist in disaster relief or responses to
other emergencies. AMO does not possess facial recognition technology and the imaging
systems aboard these aircraft alone cannot be used to identify a person or collect any
personally identitiable information.

Some AMO aircraft can provide real-time video feeds to ground-based law enforcement
officials, increasing their situational awareness for public safety, and facilitating a rapid
response to volatile situations that may quickly become violent, minimizing the overall threat
to persons and property.

Any captured footage from an AMO aircraft cannot typically be shared with other law
enforcement agencies, unless needed for an investigation or in connection with a law
enforcement activity. Even then, requests for footage must be processed and reviewed before
dissemination by the U.S. Customs and Border Protection Office of Intelligence.
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